DBC 420

INSTALLATION INSTRUCTIONS

0 Mitel



NOTICE

The information contained in this document is believed to be accurate in all respects
but is not warranted by Mitel Networks™ Corporation (MITEL®). Mitel makes no
warranty of any kind with regards to this material, including, but not limited to, the
implied warranties of merchantability and fitness for a particular purpose. The informa-
tion is subject to change without notice and should not be construed in any way as a
commitment by Mitel or any of its affiliates or subsidiaries. Mitel and its affiliates and
subsidiaries assume no responsibility for any errors or omissions in this document.
Revisions of this document or new editions of it may be issued to incorporate such
changes.

No part of this document can be reproduced or transmitted in any form or by any means
- electronic or mechanical - for any purpose without written permission from Mitel
Networks Corporation.

TRADEMARKS

The trademarks, service marks, logos and graphics (collectively "Trademarks")
appearing on Mitel's Internet sites or in its publications are registered and unregistered
trademarks of Mitel Networks Corporation (MNC) or its subsidiaries (collectively
"Mitel") or others. Use of the Trademarks is prohibited without the express consent from
Mitel. Please contact our legal department at |legal@mitel.com for additional informa-
tion. For a list of the worldwide Mitel Networks Corporation registered trademarks,
please refer to the website: http://www.mitel.com/trademarks.

PATENTS

Mitel's Power Over Ethernet (PoE) Powered Device (PD) products are covered by one
or more of the U.S. patents (and any foreign patent counterparts thereto) identified at
Mitel's website: www.mitel.com/patents.

For more information on the PD patents that are licensed, please refer
to www.cmspatents.com.

© Copyright 2018, Mitel Networks Corporation
All rights reserved

1531-DBC 420 02 Uen K1 2018-11-19 2


http://www.mitel.com/trademarks

DBC 420

1.1

GENERAL

SCOPE

The MX-ONE IP phone DBC 420 02, also called MiVoice 4420, can be connected to a
number of Mitel's PBXes or equivalent.

The DBC 420 02 phone use the H.323 protocol.

Connected to MX-ONE
The figure below shows a typical setup for the MX-ONE.

SW server storing
software for the IP IP over
telephones Ethemet
FTP server, —
IP Phone
administrator
ASB 501 04

Telephony Server

+ Media Gateway
IP terminals
IP PC-client

MO0201 398

Figure 1: Typical MX-ONE setup

Connected to ASB 501 04 (phased-out MD110/TSW system, but may still be used)

The IP phone is connected via a LAN to the IP device board ELU32. The board together
with the system software works as a gatekeeper, providing address translation, band-
width management, admission control and call control.

A limited number of IP terminals can be registered towards each ELU32 board, for
capacity see installation planning for IP EXTENSION.
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Figure 2: Connection of the IP phone towards ASB 501 04

A password for each IP extension can be initiated in the exchange. The password is
used to check that the user is allowed to log on with the entered extension number.

ASB 501 04 has support for automatic gatekeeper discovery, which means that the IP
address to the gatekeeper (ELU32 board) is retrieved automatically in the IP phone.

The IP phone can also be used together with BusinessPhone 5.1 or later, and with
MD-E and WebSwitch (phased out, but may still be used).

ENVIRONMENTAL REQUIREMENTS

The products covered in these installation instructions comply with the prerequisites
stipulated for placing appliances in office and exchange room environments.

AIDS

Wall mounting requires additional screws and spacers, see 7.36 Wall Mounting of the
IP Phone on page 44 .

PREPARATIONS

Check that an Ethernet cable is available and verify that it is possible to connect to the
LAN.
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POWER EQUIPMENT

The IP phone can either be powered from a 24 VV AC/AC adapter or from a power hub.
If it is powered from an adapter the following alternatives exist:

. RES 141 312/1 for the EU market except for the UK (230 V)
. RES 141 314/1 for the UK market (230 V)
. RES 141 318/1 for the 110 V markets

For other markets the AC/AC adapter is locally sourced. The phone can also be
powered with 24-48 Volts DC.

Power consumption: 1.7 W (only phone) and 3W with the AC/AC adapter included.

As an alternative the IP phone can be powered via the LAN from a power hub. The
phone supports the standard IEEE 802.3AF for power over LAN.

In the IEEE 802.3AF standard there is an optional part for the power class signature ,
this is supported by the phone. The phone reports power class 1, which means less
than 4W required.

EARTHING/GROUNDING

No special earthing/grounding is needed.

The IP phone needs a shielded Ethernet cable for the network connection.
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CABLING

6 CABLING

The maximum line length between an IP phone and the LAN is 100 meters (328 feet)
according to IEEE 802.3. Category 5 cables are recommended.

The following Ethernet category 5 cable can be ordered from Mitel:
. TSR 901 0452/3000

The figure shows where all the cables are connected in the bottom of the phone.

*| AC/AC adapter is not needed when a power hub is used

Figure 3: Connection of the phone
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7.1

7.1.1

INSTALLATION

HOW TO START ANEW PHONE

Connect one end of the network cable to the network outlet and the other end to the
connector marked LAN on the bottom of the IP phone. See 6 Cabling on page 6.

If there is no LAN connection the Status LED will be flashing with double blink.

The DBC 420 02 phone is only intended for use with IP address from DHCP and not
with fixed IP addresses. For maintenance reasons it is possible to use a fixed IP
address, see 7.1.3 Using a fixed IP address on page 8.

To get the IP address to the software server and to the IP Phone Administrator server,
see 7.11 IP Phone Administrator on page 29.

START APHONE IN A LAN WITH ADHCP SERVER

This section describes the procedure when the phone will use IP addresses provided
by a DHCP server, see 7.8.2 Data from DHCP on page 14.

If tagged virtual LAN (VLAN) will be used, see7.18 Virtual LAN (VLAN) on page 34 .

After power up of the IP phone, the MUTE LED will be lit for a few seconds, if there is
no network connected the Status LED will double flash, otherwise the Status LED will
flash until the phone is registered and ready to use when this LED is lit.

If the installation personnel want to monitor the progress more closely, the adminis-
trator mode must be entered, see 7.25 Administrator Mode on page 38.

When the administrator mode is used the Admin mode LED will be lit. The DHCP LED
will lit indicating that DHCP will be used. During 30 seconds it is possible change
between using DHCP or not, see 7.1.3 Using a fixed IP address on page 8. After 30
seconds or if the C key is pressed, the boot sequence continues.

The IP address LED will flash until the phones has got an IP address from the DHCP
server, then this LED flashes slowly.

Next, the phone will try to contact the software server and the SW LED will flash. The
phone fetches the configuration file and if necessary a new version of the software from
the SW server. When the SW transfer is ready the SW LED will be steady lit and the

administrator mode will be automatically turned off and all the LEDs will be switched off.

The phone performs a test to verify operation of the phone circuits, if all goes well the
Selftest LED is lit for one second. The Status LED will be flashing.

The next step is to set the IP address to the gatekeeper. To set the IP address to the
gatekeeper in H.323 mode, see 7.12 Gatekeeper Address on page 32.

Then the phone will register towards the gatekeeper. The IP extension must already be
initiated in the system. Enter the directory number and the password or Personal Iden-
tification Number (PIN) via the web interface, see 7.29.1 Set data at installation of the
phone on page 40. Use the log off restriction menu in the web interface.

When the phone is registered the Status LED is lit and the phone is ready for making
and receiving calls.

The description of how to use the phone with ASB 501 04, see directions for use for
DBC 420.

The description of how to use the phone with MX-ONE, see directions for use for DBC
420 FOR MX-ONE.
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INSTALLATION

For information on using the IP phone in a EBG/WebSwitch environment, please refer
to the QUICK REFERENCE GUIDE, DBC 420.

Error case

If there is no response from the DHCP server, the DHCP LED used in administrator
mode will not stop blinking, if administrator mode is not used, the Status LED flashes.

UPDATE OF THE SOFTWARE IN THE IP PHONE

This section is reached from the section, see 7.1.1 Start a phone in a LAN with a DHCP
server on page 7

Two types of updates may be performed on the IP phone:

. Update of both the application software and the bootROM.

. Update of only the application software.

Note: Itis not possible to only update the boot software. If the boot software will be
updated, the application has to be updated as well.

BootROM and/or application software will be updated

The update is fully automatic. The Status LED flashes until the phone is ready for use,
for more status information, the administrator mode can be entered, see 7.25 Admin-
istrator Mode on page 38 . The update may take several minutes, depending on if both
the boot and the application or only the boot will be updated. It is important not to
disconnect the phone during this time.

USING A FIXED IP ADDRESS

If DHCP cannot be used for some reason it is possible, for maintenance reasons, to
use a fixed IP address. The reason for not using fixed IP addresses in normal operation
is because it is difficult to set the IP addresses in each phone. The following procedure
will be used in the boot sequence for changing to fixed IP address:

1. Create a local LAN with the PC and the phone. The phone will use the default IP
address 130.100.17.100. Use an IP address in the PC using the same subnet
address.

2. Connect the power to the phone. Enter the administrator mode, see 7.25 Admin-
istrator Mode on page 38 .

3 When the DHCP LED is lit, press this key. The LED is switched off.
4. The phone will use the default IP address: 130.100.17.100

5 Log in to the phone via the administrator web interface.

6 Set the wanted IP address from the web interface.

To return to the normal case using DHCP:

1. Reboot the phone
2. Enter the administrator mode, see 7.25 Administrator Mode on page 38 .
3. Press the key with the DHCP LED to enable DHCP. The LED will be lit.
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7.2

7.3

7.4

7.5

DELIVERY METHOD

The IP phone is delivered in a box together with two foot consoles, one handset, one
handset cord, designation labels, designation covers and an assembly instruction.

For spare parts, see spare part list for TELEPHONE SETS DBC 220+.

The phone is delivered with the software version that was valid when the phone was
produced. The configuration file must be adapted for each site and has to be loaded
into the phone, see 7.4 SW Loading on page 9.

CONNECTION OF THE HANDSET

The handset cord is connected with one end (short uncoiled) to the handset and the
other end (long uncoiled) to the connector on the bottom of the IP phone marked
HANDSET.

SW LOADING

The software to be loaded into the phone is stored on a web server with the HTTP
protocol. This web server is called SW server in the menus and in this document. The
following files must be stored on the server:

d42x02-applic_R1A.dat
(CAA 158 0043) The application firmware for the DBC 42x 02 phones. R1Ain the
file name is an example.

d42x02-boot_R1A.dat
(CAA 158 0044) The boot ROM firmware. This software is used to be able to load
the application into the IP phone. R1A in the file name is an example.

d42d02-config.txt
(CAA 158 0042) The configuration file. This file contains information about the
version of the software to be used and other configuration data. Normally the
configuration file has to be adapted for each installation, see the description for
CONFIGURATION FILE FOR DBC 42X .

d42x02-lang_R1A.txt
(CAA 158 0045) The language file containing all the languages that are
supported. R1A in the file name is an example.

When the IP phone is powered up, the phone fetches the configuration file from the
SW- server. If the software version defined in the configuration file is different than the
software version in the phone, the phone fetches the application software file and/or
the boot ROM software file from the SW server. The new software is automatically
stored into the flash memory in the phone.

It is possible to load both newer and previous software versions with this method.

It is possible to check the software version in the phone, see 7.23 Software Version on
page 37

SEVERAL CONFIGURATION FILES

A certain group of IP phones will often have different characteristics compared to the
other groups of extensions concerning which codec to use, domain names, emergency
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7.5.1

7.5.2

7.5.3

754

INSTALLATION

number data etc. The following methods exist to get different configuration files for the
groups of phones:

1) Use the DNS (Domain Name Service) domain name received from DHCP, see
7.8.2 Data from DHCP on page 14.

2) Use the telephony domain name received in the vendor specific field in the
DHCP messages, see 7.8.2 Data from DHCP on page 14.

3) Subnet method, see 7.5.3 Subnet method on page 10.

For all the methods, the corresponding directory names have to be created in the soft-
ware server and the corresponding configuration files have to be stored under these
directories.

It is also possible to set the IP address of the SW server manually in the phone. In this
case there must be one SW server per configuration file.

DNS DOMAIN NAME

The DNS domain name provided in option 15 in DHCP, is used to create the URI
(universal resource identifier) to fetch the configuration file from the software server.
Example: /dns_domain_name/dbc42x02/d42x02-config.txt, see 7.6.3 Directory struc-
ture on page 11.

TELEPHONY DOMAIN NAME

If the DNS domain name cannot be used, it is possible to create telephony domain
names and these are sent as a tag in option 43 in DHCP. If the IP phone finds this tag,
it will create the URI containing this domain name and fetch the configuration file from
the software server. Example: /telephony _domain_name/dbc42x02/d42x02-config.txt,
see 7.6.3 Directory structure on page 11.

SUBNET METHOD

The URI consists of the network address together with the subnet mask length. The
network address consists of the IP address of the phone with a logical AND operation
of the subnet mask.

Example: The phone has the IP address 130.100.26.144 and the subnet mask is
255.255.255.192. The AND operation gives the URI
/130.100.26.128-26/dbc42x02/d42x02-config.txt. The component -26 is the length of
the subnet mask (number of ones in the binary value of the subnet mask), see 7.6.3
Directory structure on page 11.

PRIORITY BETWEEN THE DIFFERENT METHODS

The following priority is valid when the phone uses a domain name to fetch the config-
uration file:

—_

The telephony domain tag in option 43

)
2)  The DNS domain in option 15
3) Subnet method
4)  The default configuration file is fetched. This file is stored under

/dbc42x02/d42x02-config.txt.
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7.6

7.6.1

7.6.2

7.6.3

11

SOFTWARE SERVER (SW SERVER)

A software server with the HTTP protocol is used for storing the firmware for the IP
phone.

The IP address to the software server can be provided by one of the following methods:

1)  Manually via the administrator web interface.

2) DHCP, see 7.8.2 Data from DHCP on page 14. This method has priority over the
DNS SRV method.

3) DNS SRV resource records, see 7.7 DNS SRV Resource Records on page 14.

The priority between the different methods is according to the list above.

In a MX-ONE environment, the host for the MX-ONE Service Node and the IP phone
software server cannot be the same.

INSTALLATION

Installation of the HTTP server should be done according to the manufacturer’s docu-
mentation. Both PC and unix versions are supported.

HTTP SERVERS

As the SW server, the following HTTP servers have been tested with the IP phone:
. Microsoft® NT4.

. Microsoft® Windows® 2000 and 2003 server. When using Windows® server the
file type .dat must be enabled: Select Properties , edit File type , set Associ-
ated extension: .dat and set Content type (MIME): application /octet.stream

. Apache 1.3.3 on Microsoft® Windows® or on Redhat® Linux 5.2.

. Apache Tomcat. When the IP Phone Configuration File in MX-ONE Service
Node Manager shall be used the Tomcat server is mandatory. For more informa-
tion see the description for CONFIGURATION FILE FOR DBC 42X

The files according to 7.4 SW Loading on page 9 must be stored on the SW server
under the directories as described in 7.6.3 Directory structure on page 11.

DIRECTORY STRUCTURE

The directory structure under the http root directory must be created, see Figure 4
Directory structure using domain names on page 12 . When several different configu-
ration files are to be used for different groups of phones where each group is a member
of a specific domain, the structure with different domain names are used. In this case
the configuration files have the same name although they have different contents to
define characteristics for the different groups of phones.

The domain name can be either the DNS domain name (DHCP option 15) or the tele-
phony domain name (option 43).

It is only the configuration file, and not the application and boot, that needs to be stored
under each domain directory name.

If the phones do not find any configuration file in a domain directory, the file in the direc-
tory web-server root/dbc42x02 is used for the DBC 420 02 phone.
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DBC 420 02, DBC 422 02 and DBC 425 02 use the same configuration file, stored in
the dbc42x02 directory.

SW server root

—1 dbod25M
d4-applic_r?a dat

dd-boot_r?a dat

d4-config txt

dd-lang-r2a txt

dbcd 221

dd-config. txt

dbcd 2x02
dd2x02-applic_ria.dat

' { domain name 1

L dd2x02-boot_rla.dat
| dbcd2501 d42x02-config. txt
L dd2x02-lang rilatxt
d4-config. txt
| | dbcd2201
d4-config. txt
1| dbod2x02

d42x02-config txt

_I domain name 2 |

|
| H dbca2s01 directory
| Mame in a sguare
| d4-config.txt is a directory name
I
1 dbeod2201
d4-config txt
L | dbcd2x02

d42x02-config txt

Figure 4: Directory structure using domain names

If the subnet method is used, see 7.5.3 Subnet method on page 10, the directory struc-
ture will be as in the example below. In this example the phones belonging to the first
group have the network address 130.100.26.128 with the subnet mask
255.255.255.192. The second group has the network address 130.100.27.0 with the
subnet mask 255.255.255.0.
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SW server root

—1 dbod25M1

d4-applic_r?a dat
dd-boot_r?a dat
d4-config txt

dd-lang-r2a txt

dbcd 221

dd-config. txt

— 130.100.26.128-26

dbcd 2501

d4-config. txt

|| dbcd2201

L d4-config.txt

dbed2x02

d42x02-config txt

— 130.100.27.0-24

dbed 2501

dd-cortfig. txt

dbed2201

dd-cortfig. txt

dbed2x02

Figure 5:

d42x02-config txt

dbocd2x02

dd2x02-applic_riadat
dd42x02-boot_ria dat

d42x02-config txt

dd42x02-lang_ria txt

directory

Mame in a sguare
is a directory name

Directory structure using the subnet method
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7.8

7.8.1

7.8.2

INSTALLATION

DNS SRV RESOURCE RECORDS

To get necessary |IP addresses into the phone, one option is to use the DNS (Domain
Name Server) SRV (service) resource records. The following data can be retrieved in
this way:

1)  The IP address to the software server. To get this option, make sure that the IP
address to the SW server is retrieved automatically, which is the default value
but can be verified via the administrator web interface. Do not initiate this data in
option 43 in DHCP. In this case the phone will get the SW server IP address from
DNS SRV.

2)  The IP address to the IP Phone Administrator server.

The DNS SRV handling does only work when DHCP is used and when the DHCP
server points out the DNS server. This service is described in the RFC 2782.

With this method the phone sends a request to the DNS server to get a particular
service. This is an advantage compared to using option 43 in the DHCP messages,
which all the devices on the LAN receive. If a device does not handle option 43 in a
correct way, this can cause problems for this device.

In the answer from the DNS server the phone can get a list with hosts.

To enter data into these records, see installation instructions for DBC 425 section
ENTER DATA IN DNS SRV RESOURCE RECORDS.

DHCP SERVER

INSTALLATION

Installation of the DHCP (Dynamic Host Configuration Protocol) server should be done
according to the documentation of the manufacturer. Both PC and Unix versions are
supported.

The following DHCP servers have been tested with the IP telephone:
. Microsoft® Windows® NT4.

. Microsoft® Windows® 2000 and 2003 server.

. Redhat® Linux.

DATA FROM DHCP

The telephone has support for DHCP by which the following IP configuration data can
be provided:

. Own IP address, subnet mask and default gateway, received in the DHCP stan-
dard fields (1 and 3).
. The domain name for the LAN segment (DNS domain name) in code 15. The

domain name is used in the automatic gatekeeper discovery routine, see section
7.13 Automatic Gatekeeper Discovery on page 33. It can also be used when
several configuration files are used, see section 7.5 Several Configuration Files
on page 9.

. The vendor specific field 43 can be used to get the following data:
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- IP address of the software server, see section 7.6 Software Server (SW
server) on page 11.

- IP address and port number of the http proxy server. If the software is to
be loaded from a SW server outside the firewall the proxy settings are
needed.

- The telephony domain name. This can be used in the automatic gate-
keeper discovery routine, see section 7.13 Automatic Gatekeeper

Discovery on page 33. It can also be used when several configuration files
are used, see section 7.5 Several Configuration Files on page 9.

- A list with VLAN identities. These are used when the telephone will auto-
matically be assigned to a VLAN, see section 7.18 Virtual LAN (VLAN) on

page 34.
. DNS identity (web address) for the telephone.

For the complete usage of the domain name, see section 7.15 Domain name on page
33.

7.8.3 DHCP SETTINGS FOR OPTION 43 AND 60

DHCP option 60 (vendor class identifier) and option 43 (vendor specific information
field) are used by the telephone to get the specific configuration data from the DHCP
server. The flow is as follows:

Telephone DHCP

Option 60 with 1D string Aastra IP-Phone

Option 43 with all specific data for Aastra |P-Hhone

ik

Figure 6:
The procedure to initiate the data for option 43 and 60 in the DHCP server is as follows:

1) define vendor class (option 60)
2) set predefines options (option 43)

3) set scope options (option 43)
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7.8.3.1 Vendor Class Identifier

Vendor class identifier (option 60) option is used to secure that option 43 data for the
specific vendor is sent from the DHCP server to the client. The telephone sends the
vendor class identifier to the DHCP server, which returns vendor specific information
for the requested vendor class in option 43 to the telephone.

When vendor class identifier shall be used to get the option 43 data for the Mitel
IP-Phone, itis necessary to initiate the vendor class Mitel IP-Phone in the DHCP server
and in some cases also the vendor class Ericsson IP-Phone, see section 7.8.3.2
Vendor Specific Information Field on page 16.

7.8.3.2 Vendor Specific Information Field

The vendor specific information field (option 43) is coded as shown in the figure below.

4% Vendor specific information code, added
automatically in some DHCP servers.

n: Tetal length of vendor specific information added
automatically in some DHCP servers.

43 n nDl 1D i1 i nll:  Total length of vendor 1D string.
I I string.
! i, ik Vendor specific information tags.
- Y
-~ Y ~
- -
-~ Y “
pad \ ~
-~ \ "~
T r di| d2| d3| ... [ T2 | n]dl | - T2 |\n| dl ... | T4|n | dl
T5 | n d1l ... | T6 n|dl |- | TF|n d1

i1,i2.. Consists of:

T4 Data item identifier

n: Length of data item
d1, d2: Dataitem string.

Figure 7: Vendor Specific Information structure
Within this vendor field, a substructure is used with the different tags:

Tag 01 (T1 in the figure): SW server’s IP address in ASCII text format.

Tag 02 (T2 in the figure): Proxy server’s IP address also in ASCII text format.
Tag 03 (T3 in the figure): Proxy port, also this in ASCII text format.

Tag 04 (T4 in the figure): Telephony domain name in ASCII text format.

Tag 05 (T5 in the figure): VLAN identity 1 for the telephone, in ASCII text format.

Tag 06 (T6 in the figure): VLAN identity 2 for the telephone, in ASCII text format.
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7.8.4

17

Tag 07 (T7 in the figure): VLAN identity 3 for the telephone, in ASCII text format.

Note: The VLAN identity for the telephone defined here in option 43 must not be equal
to the VLAN identity for the PC defined in the configuration file.

For more details about VLAN identity, see section 7.18 Virtual LAN (VLAN) on page 34.
The different tags are optional, but if tag 02 is used tag 03 is mandatory.

The following applies for the ID string:

. At new installation the string Mitel IP-Phone shall be entered in DHCP option 43.

. For DBC 42x02 (version 2) telephones: at upgrading (to application R7K or later
and boot R3S or later) of a site where the string Ericsson IP-Phone is used in
DHCP option 43 and:

- if vendor class (option 60) is used, it is mandatory to initiate the new
vendor class for Mitel IP-Phone.

- if vendor class (option 60) is not used, the string Ericsson IP-Phone can
be kept in the DHCP server. The telephone DBC 42x 02 can handle both
strings (but it is not allowed to have both strings in the same option 43
structure).

. For DBC42x 01 (version 1) telephones, the ID string must be Ericsson IP-Phone.
This means that when mixing version 1 with version 2 phones the following
applies:

- if vendor class (option 60) has been used, it is mandatory to initiate the
new vendor class for Mitel IP-Phone.

- if vendor class (option 60) has not been used, the string must not be
changed, DBC 42x 01 can only handle the string Ericsson IP-Phone.

The recommendation is to enter vendor classes in the DHCP server, one vendor class
for Mitel IP-Phone and another for Ericsson IP-Phone (in case of new installation it is
sufficient with only the first one). The vendor specific information tags shall be equal
within the two vendor classes. See also section 7.8.3.1 Vendor Class Identifier on page
16.

MICROSOFT® WINDOWS® 2003

Example of settings in Microsoft® Windows® 2003 server.
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Define Vendor Class

2 pHCP

Ele Action View Help

INSTALLATION

«=» AE XFRR @B DB

< Dé)"cp phonelab1 [10.105.88.100]

f DHCP Server

| status

| Des

Mew Scope. .,
Mew Syparscope,..
Mew Multicask Scope...

Reconcile all Scopes...

Define Usar Classas,,,

Define Yendor Classes. .

10,105.88.0] terminal-lsb
192,168,50.0] vlan 50
192.168.51.0] vlan 51
192.165,52.0] vlan 52
Dptions

** Active **
** Active **
** Active **
** Active **

lab

Figure 8: Define Vendor Classes

Select Define Vendor Classes to get the menu where the vendor classes are entered.
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DHCP Yendor Classes E !
Avalable clazses:
M ame D escription Add...
Microzoft Windows 20...  Microzoft vendor-zpecific option... =
Microzoft Windows 98 ... Microzoft vendor-zpecific option. . Edit.
icrozoft Options Microzoft vendor-zpecific option. ..
Ericzzon |P-phone Ericzzon IP-Phone Hemaove
Cloze

Figure 9: DHCP Vendor Classes

If the vendor class Mitel IP-Phone does not exist, press Add to create the new vendor
class. In the next menu the ID string Mitel IP-Phone has to be entered:

hewlass g

Dizplay name:

|ﬂnastra [P-Phone

D escnption:

|.-'3.a$tra |FP-Fhone

JuR Binary: A5CI:
oooo 41 el Y3 74 72 61 20 49 Aastra I
ooog 50 2D 50 68 AF GE RS P-Fhone

k. Cancel

Figure 10: Add Vendor Class
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It is possible to move the cursor between the Binary and the ASCII area to make it
easier to enter the ID data.

When the data has been entered, press OK.

Close the window and proceed to set predefined options.

In some scenarios, the vendor class Ericsson IP-Phone has also to be initiated, see
section 7.8.3.2 Vendor Specific Information Field on page 16.

The Standard vendor class shall be avoided. It is sent out to all devices that ask for

option 43 data and if the device does not interpret the data correct, it can cause

problem.

Set Predefined Options

=13

File  Action View Help

¢ OB XFER @E LD

[ pHee

phonelabl [10.105.88.100]

Figure 11: Set Predefined Options

Select Set Predefined Options to get the menu to enter option 43 data.
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J Ejl;l 5.  Digplay Statistics... hts of DHCP Server [ seat o
i m: Smne- [10.105.88,0] terminal-lab " Active 5
P [192.168.50.0] vian 50 o fictiye
B8 powMubicast Scope [192.168.51.0] vian 51 i
s [192.168.52.0] vlan 52 - it
= I:l SC wﬂ ver Options
{15c Restare...
{27 sc
; J;E e Reconcile &l Scopes. ..
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Set Pr edefined Options... I
All Tasks
e
Delete
Refresh
4| Export List | o
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Predefined Options and ¥alues i

Option class:

O ption narme;

Drezcription:

DHCF Standard Ophions

| 002 Time Offset
Add.

Edit..

: | Delete |

ILIIZT offzet in seconds

—falue

Lang:

=0

Ok

Cancel

Figure 12: Predefined Options and Values

Select Mitel IP-Phone in the drop down list in the Option class field and press the Add

button.

The next menu is shown below:

Option Type |

Clasz:

M ame:
Data type:

Code:

D gzcription:

Aastra |P-Phone

IEl_I,lte

j [ &nap

Ok

Cancel

Figure 13: Option Type

This is the default view and data has to be entered manually:

Name: Enter Vendor specific info
Data type: Select Binary in the drop down list

Code: Enter 43

Description: Can be left empty

The filled in dialog will look like:
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Dption Type |

Class: Aastra IP-Fhone

Mame; I‘-.-’endn:nr zpecific info

Data type: |Binar_l,l j [ Airay
Code: |43

D gzcription: |

)8

Cancel

Figure 14: Filled in Option Type Dialog

Press OK and the window with Predefined Options and values will occur again. Press

OK again and the menu will be closed.

7.8.4.3 Set Scope Options

18 pHCP

File Action Wiew Help

=] B3

&= BHE DB @ E

=1 [{4) phonelabt [10.105.68.100]

@ DHCP Scope Options

B3 Scops [19 Configure Options. . TNSIMNBNS Servers
-{[7) Addre Wiew ¢ PINSINET Mode Tyvpe
(@ Addre

(& Reser  Refresh
@ Scope  Export List, ..
#-(3 5 19

-1 Scope [ Help

-] Seope[19 .
~+{_8 Server Options

=-(] Scope [10.105.88.0] termin. Cpkion Marme SWendor Yalue
({7 Address Pool 003 Rouker Standard 10.105.88.1
@ Address Leaces g@ﬂﬂﬁ DMS Servers Standard 10,105.2,2, 10,105.2,3
#-{Ja Reservations .ﬁsﬂﬁ Yendaor specific info Aastra IP-Phone OF 41 61 7374 72 61 2049 5(
i N4 = ey specific info Ericsson IP-phone 1145726963 73 73 6f e 2(

Standard
Standard

10,105.2.3, 10,105.2.2
0x&

4| | sl ol
|C|:|nFi|;|ure scope opkions
Figure 15: Configure Options
Select Configure Options.
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scope Dptions !

General Advanced |
R | DHCF Standard Dption ]
User class: e
Ericgzon |P-phone
Aoeailable Dok Microsoft Options
e E_ Rt Microzoft Windows 2000 Options
[ 002 Time Offset Micrazaft Windows 98 Options =
003 Router best bl
I-II-I-'1 Tlmﬂ ‘:nrl..lnr |"‘|rr:h|| ﬁF hr\n &
H | ]
— Drata entry
Ok, Carcel Apply

Figure 16: Scope Options

Select Advanced tab and scroll in the Vendor class field until Mitel IP-Phone is

selected. Press OK.

Next menu is where the ID strings and the tags are set, according to the figure in
section 7.8.3.2 Vendor Specific Information Field on page 16.
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scope Dptions !

General Adwvanced |

YWendar clazs:

Uzer clazs:

Aaztra |P-Phone

IDefauIt Uszer Clasz

Avvalable Optiong

| Deschption

043 Yendor zpecific info

« | i3
— Drata entry
Diata: Binary: A5
gooo 0OF 41 81 73 74 72 61 20 | Aastra
goos 49 50 2D 50 68 6F 6E 65 IP-FPhone
golo 01 0D 31 30 ZE 31 30 35 .. 10.105
ools  2E 38 38 2E 31 30 30 .eg. 100

k. Carcel Apply

Figure 17: Windows® 2003 server DHCP settings

It is possible to move the cursor between the Binary and the ASCII area to make it
easier to enter the option 43 data.

This example shows that the total length of the vendor specific information is 0x1F, the
length of the ID string is 0xOF and the string is Mitel IP-Phone, The next byte 01 is the
tag for the SW server's IP address, 0xOD is the length and then follows the IP address
(10.105.88.102). If more tags than tag 01 for the SW-server is needed, add the addi-
tional tags according to the figure in section 7.8.3.2 Vendor Specific Information Field

on page 16.

The picture below shows an example how option 43 can look like when two vendor
classes are initiated.

1531-DBC 420 02 Uen K1 2018-11-19

24



DBC 420

18 pHee O]
Eile  Action | Wew Help
= | D@ EER &6 &
Do
=2y phonelabi [10.105.86.100] -
B3 Scope [10.105.88.0] termin, Cpkion Mame Wendor Walue lass
- {[) Address Pool 003 Rouker Standard 10.105.88.1 Mare
@ Address Leases ﬁﬂﬂﬁ DhS Servers Standard 10.105.2.2, 10.105.2.3 Tone
g§3043 Yendor specific info fastra IP-Phone OF 41 61 73747261 2049502d50...  Mone
3 ﬁﬂﬁ wendor specific info Ericsson IP-phone 1145726963 7373 6F 62 204950,,,  Mone
=1 Scope [192,168.50.0] vlan £ g§3044 WINSINEMS Servers Standard 10,105.2.3, 10.105.2.2 Mone
{5 Address Paol gﬁﬂ% WINS/MNET MNode Type Standard 0xa Tone
(@ Address Leases
-8 Resarvations
-{ (& Scope Options
F-{_1 Scope [192,168.51.0] vlan
.1 Scope [192,168.52.0] vlan
-+{ZF Server Options
« | ]« | r
|
Figure 18: Two Initiated Vendor Classes
7.8.5 LINUX DHCP SETTINGS
Example of settings in the Linux server:
subnet 192.168.6.192 netmask 255.255.255.192 {
option routers 192.168.6.254;
# class "Aastra IP-Phone" {
# match option vendor-class-identifier;
#1
# class "Ericsson IP-Phone" {
# match option vendor-class-identifier;
#1
if substring (option vendor-class-identifier, 0, 15) = "Aastra
IP-Phone"
{
option vendor-encapsulated-options "\xOfAastra
IP-Phone\x01\x0b192.168.0.1\x04\x16aastrado-
main.aastra.se\x05\x03452";
} else if substring (option vendor-class-identifier, 0, 17) =
"Ericsson IP-Phone" {
option vendor-encapsulated-options "\x1lEricsson IP-Phone
\x01\x0b192.168.0.1\x04\x16aastradomain.aastra.se\x05\x03452";
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}
#

# DHCP settings continued

Example when using Vendor Class and the IP address for the sw-server is
192.168.0.1, the telephony domain is aastradomain.aastra.se and the VLAN identity is
452.

DIFFSERV

Diffserv is a model for handling of priority, based on the type of service (TOS) field in
the IP packet heading. For the definition of Diffserv see Figure 19 Diffserv octet on page
26

4] 1 2 2 4 5 g 7

0 4]

L Mot used

Drop precedence

Traffic class

Figure 19: Diffserv octet

The default value for voice packets is Expedited Forwarding (EF) which is 101110 (bit
0-5).

The default value for the signaling packets is for Traffic class = Class B and Drop prece-
dence = Medium drop precedence (010100 bit 0-5).

It is possible to change the values for Diffserv in the phone via the configuration file,
see the description for CONFIGURATION FILE FOR DBC 42X .

FINDING OUT THE IP ADDRESS OF THE PHONE

The DBC 420 02 phone does not have a display. In order to set and read parameters
in the phone, it is necessary to use the Web interface. The following methods to find
the IP address exist:

1) IP Phone Administrator, see 7.11 IP Phone Administrator on page 29.

2) Use a port scanning program, see 7.10.1 Example of scanning on page 27. To
improve the received information the DBC 42x 02 phones have a built in SNMP
(Simple Network Management Protocol) agent which returns the equipment
type, FW revisions and MAC-address. It is possible to scan without SNMP but in
that case the MAC address will not be returned when scanning another subnet.
The SNMP agent is disabled by default.

3) Look in the DHCP lease records, see 7.10.2 DHCP lease records on page 29.
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7.10.1

EXAMPLE OF SCANNING

The scanning program in the example is a freeware program available on the Web. See
http://www.softperfect.com

The scanning program must be set up, it is recommended to:

1. scan on port 1720 (used for H.225 signaling)

2. set the number of retries >1. If only one ping is sent there is a risk for no hit and
the phone is not shown in the printout.

Opktion= i ﬂ
LHeneral I[;] Sharesl =" SNMF'I L~ .ﬁpplicatinr‘usl

b ax. threads | J

1 I 1 1 1 1 1 1 1 [
Fing tirnenuat, s 10000 =i Reties |- =i
[+ Bczolvc host namcs [T Case insensitive sorking

" Besnlve MAT addrezzes

¥ Check for open port |1?2EI

Carcel |

Figure 20: General configuration of port scanning program

The SNMP folder must also be set up, it is important to use exactly the same MIB
(Management Information Base) OID (Object Identifier) as in the example below. The
OID must be set to the address: 1.3.6.1.2.1.1.1.0 to return the required data.
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X|

[£] Eenerall E Shares STEl SMMP | c ﬁ.pplicati:unsl

v Scan for SNMP-enabled machines

Commurity [case senzitive)

public

k1B OID Mumber
136121110

v Dizplay answers [T Az HEX sequence

Cancel |

Figure 21: SNMP configuration of port scanning program

The Community field must also be set; this text string is used as a password. If the
string is equal to the corresponding parameter set in the configuration file, the tele-
phone responds with the requested information.

The results of the scanning is shown below. In this example the PC that executes the
scanning program is located on another subnet than the scanned phones. Therefore
there are no values in the MAC address column.

The address 130.100.26.183 and 130.100.26.184 are two terminals that answer with a
system description string in column SNMP.

First part, Equipment: gives the type of terminal. Valid values are DBC 420 02 and
DBC 422 02. Second part , HW/Appl/Boot version: gives the HW revision of the phone
and FW revisions of the application and boot files. Third part, MAC, gives the MAC
address of the phone. This value should correspond to the number printed on the label
under the phone.

The addresses 130.100.26.182 and 130.100.26.187 are two terminals without SNMP
agents, in this case a DBC 422 01 and a DBC 425 01.

1531-DBC 420 02 Uen K1 2018-11-19 28



DBC 420

P Pailiel G At

Mo T kD D T e | @ st Devsope's web-Ste
| 120 100, 2% 180 Tof 120 100 % M0 [ Stat scanning

| Host Kams | MAC Adders | Fospowys Tins | Pol | suMp
13180 E-4 190 FOTCOETES Im
175 189 3 et
L1 10 ma
126183 11 ms 1720 Opery  Eouipment: DBCA220E Hw Appl/Boot varsons: PlaP1A4F 184 e
LR 164 13 ms 1720 Op=n Equipment DBCAZI02 HWappl et venions: P1IAFIA4F1A4 M2
L6 187 15 172( Open
L6182 1E mz 1720 Op=n
L2513 15 m
.............................................. I
s Thigsds: 0 |

Figure 22: Result of port scanning

7.10.2 DHCP LEASE RECORDS
Another method to find the IP address for the phone is to look in the DHCP lease

records. Look for the IP address corresponding to the MAC address for a certain
phone.

7.1 IP PHONE ADMINISTRATOR

The tool IP Phone Administrator is used to monitor the DBC 42x 02 IP phones in the
network. This is useful in the following cases:

. to find the IP address to the IP phones and especially to the phones without a
display.

. to get an overview of all registered and not registered phones

. to see the firmware version in both registered and not registered IP phones

IP Phone Administrator exists as a stand alone application (product number CXC 109
0050), 7.11.2 Installation of the IP Phone Administrator server on page 32. It also exists
as a task in MX-ONE Service Node Manager.

Each phone is sending http messages to the IP Phone Administrator server with data
and events. The sent data are e.g. the MAC address, the IP address, the hardware and
firmware version and the extension number. The events that can be sent are: the
phone has started, is registered or not registered toward the PABX.

The IP Phone Administrator tool collects all the http messages from the phones and
has a Web GUI to present the data for the system administrator.
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It is possible to enable / disable the sending of these http messages from the phone
with a parameter in the configuration file, see description of CONFIGURATION FILE
FOR DBC 42X.

The phones gets the IP address to the IP Phone Administrator server by DNS SRV
resource records or via the configuration file, see description of CONFIGURATION
FILE FOR DBC 42X.

Below is an example of a printout from the IP Phone Administrator:

IP Phone

Administrator

IP Address

130.100.1E9.65 F KIEBOM

130.100.1E8. 1596

Extension Status MAC Address Maodel HVW Rt Applle: Last
Rev Bev Rev Report
2/10/06
L7157 - 00:13:5e:0b:19:27 DBC42002 R24 P2AS P2ABE] 3:35:02
P
2/10/06
130.100.158.113 K Renstrdm ETaz7 - 00:01:ec:fb:cB:9f DBC42202 P1a P2AS P2ABE] 3:32: 51
PR
2/10/06
LAl - 00:01l:ec:fb:cfiae DBC42002 P14 P2AS P2AEE1 3:17:05
P
2/10/06

130.100.1E8.165

56601 W 00:01:ec:fbicfbc DBC42002 P14 P24A9 P248tT1 3:10:27

Figure 23: IP Phone Administrator

A log in window will pop up when starting the tool. The user name and the password is
set by the system administrator at installation of IP Phone Administrator.

The following columns exist in the GUI:

IP Address
Clicking on the IP address means that the web interface in the phone is opened.

User
The name of the user that is registered or was registered before the phone was
logged off. This name is normally received in the phone from the PABX, but can
also be the name in the Contacts for the actual extension number.

Extension
Extension number for the user that is registered towards the PABX, or that was
registered before the phone was logged off.

Status
An icon in different colors is shown:

. Red icon: the phone is not registered towards the PABX.
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. Green icon: the phone is registered.
. Grey icon: no log on attempt towards the PABX has been done
. Yellow icon with an exclamation mark: the phone has tried to register but
has got reject back from the gatekeeper.
. Yellow icon: the phone has not reported anything to the IP Phone Admin-
istrator since 48 hours.
MAC Address
The MAC address can also be found on the label under the phone.
Model
Type of phone.
HW rev

Hardware revision of the phone

Boot rev
Revision of the bootROM firmware in the phone.

Applic rev
Revision of the application firmware in the phone.

Last report
The time stamp when the phone sent a http message to the IP Phone Adminis-
trator. Even if the status in the phone is not changed, the phone sends an update
once every 6:th hours.

Uptime
The time since last restart of the phone. The abbreviation d means days.

Remove old entries
Removes entries for phones that has not sent any report during the last 48
hours.

INSTALLATION OF DBC 420 USING IP PHONE ADMINISTRATOR
When a new DBC 420 phone shall be installed, there are a couple of options for getting
the phone into operation.

Scenario 1:

1. The IP address to the IP Phone Administrator server is retrieved from the DNS
SRV resource record, see 7.7 DNS SRV Resource Records on page 14.

2. Use IP Phone Administrator tool to get the IP address to the phone. Click on the
IP address and the administrator web interface is opened automatically.

3. Log on to the phone administrator web interface and set the requested data, see
7.29.1 Set data at installation of the phone on page 40.

Scenario 2:
1. The IP address to the software server is retrieved in one of the following ways:
. from the DNS SRV resource record, see 7.7 DNS SRV Resource Records
on page 14
. from the vendor specific information field (43) in the DHCP messages, see

7.8.3.2 Vendor Specific Information Field on page 16.

2. At start up, the phone reads the configuration file with the IP address to the IP
Phone Administrator server.
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3. Use IP Phone Administrator tool to get the IP address to the phone. Click on the
IP address and the administrator web interface is opened automatically.

4. Log in the phone administrator web interface and set the requested data, see
7.29.1 Set data at installation of the phone on page 40.

7.11.2 INSTALLATION OF THE IP PHONE ADMINISTRATOR SERVER

This tool can be downloaded from the Service Support Plaza. The files are stored on

an Apache Tomcat server. The installation is described in the read me file for the IP

Phone Administrator tool.

7.12 GATEKEEPER ADDRESS

The IP address of the gatekeeper can be defined either in the configuration file or via

the Web interface. To change these settings from the Web, administrator page must

be used.

The IP address of the gatekeeper can be set by any of the following methods:

1)  Automatic gatekeeper discovery. This is the method to get the IP address auto-
matically, see 7.13 Automatic Gatekeeper Discovery on page 33 . The gate-
keeper and the LAN (enabled for multicast) must support this method. Verify that
in the Web interface the Settings Network Gatekeeper discovery is set to Yes or
Auto Yes .

2) In the configuration file. Primary gatekeeper can be defined, see the description
for CONFIGURATION FILE FOR DBC 42X. Verify that in the Web interface
Gatekeeper discovery is set to Auto and the parameter gatekeeper discovery is
set to No in the configuration file.

3) In the configuration file. Secondary gatekeeper can be defined, which will be
used when the primary fails, see the description for CONFIGURATION FILE
FOR DBC 42X . Verify that in the Web interface Gatekeeper discovery is set to
Auto and the parameter gatekeeper discovery is set to No in the configuration
file.

4) Manually entered. Use the Web interface and the Network page. Verify that
Gatekeeper discovery is set to No. Enter the IP address of the gatekeeper and
press Save.

5) Backup gatekeeper: the IP address of the backup gatekeeper is defined in the
configuration file, see 7.31 Backup Gatekeeper for Branch Offices on page 42.

The table below shows which method that will be used depending on the settings in the

menu in the web interface and in the configuration file. The digits refer to the list above.

Table 1

Settings in menu in the BackupGK BackupGK Settings in the
web interface Yes No configuration file
Gatekeeper discovery (Yes) 1,5 1 Any value
Gatekeeper discovery (No) 4,5 4 Any value
Gatekeeper discovery Auto 1,5 1 GK discovery = Yes
(Yes)
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Settings in menu in the BackupGK BackupGK Settings in the
web interface Yes No configuration file
Gatekeeper discovery Auto (No) | 2,3,5 2,3 GK discovery = No.

Primary and secondary
choice available

Gatekeeper discovery Auto (No) | 4,5 4 GK discovery = No.
Primary and secondary
choice not available

713 AUTOMATIC GATEKEEPER DISCOVERY

It is only some of the gatekeepers that have support for Automatic gatekeeper
discovery.

Automatic gatekeeper discovery is a method to find a gatekeeper (PABX) to register
to. When this method is used, the IP phone sends a multi-cast message (Gatekeeper
Discovery Request) and waits for a confirmation. Several confirmation messages can
be received.

The phone can send the domain name to inform the gatekeeper which domain the
phone belongs to. The domain name can be received from DHCP see 7.8.2 Data from
DHCP on page 147 or from the configuration file, see the description for CONFIGURA-
TION FILE FOR DBC 42X. The domain name provided by DHCP has priority over the
domain name defined in the configuration file.

The identity of the gatekeeper to which the phone will be registered is defined in the
configuration file. See data identifier GatekeeperlD in the description for CONFIGURA-
TION FILE FOR DBC 42X.

To use automatic gatekeeper discovery or not can be defined in the configuration file
and via the Web interface. By default the phone uses the value defined in the configu-
ration file.

714 HLR REDUNDANCY

HLR redundancy is a function in the MX-ONE TSE system. If the Line Interface Module
(LIM), where the data for the extension (Home Location Register) is stored, becomes
unreachable, a temporary HLR will be created in another LIM and the IP extension can
register towards this LIM.

For details see INSTALLATION INSTRUCTIONS FOR DBC 425, section HLR redun-
dancy.

7.15 DOMAIN NAME

The domain name is used:

1) In the function Automatic gatekeeper discovery to find a PABX to register to, see
7.13 Automatic Gatekeeper Discovery on page 33 .

2)  When several configuration files are to be used, see 7.5 Several Configuration
Files on page 9 . This domain name cannot be defined in the configuration file.
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3) In the registration request message when the gatekeeper is MX-ONE (or ASB
501 04).

SELECTION OF TRANSPORT ADDRESS (PORT
NUMBERS)

For a description of the port numbers used for signaling and media in the phone, see
installations instructions for DBC 425.

BUILT-IN ETHERNET SWITCH

DBC 420 02 has a built-in Ethernet switch with two available ports. One portis used to
connect the LAN and the other can be used by a PC.

The phone has support for the IEEE standards 802.1D (except spanning tree) and for
802.1p&Q.

The frames sent from and to the phone (voice and signaling) are handled with higher
priority within the switch compared to the frames sent from and to the PC.

VIRTUAL LAN (VLAN)

The built in Ethernet switch can handle virtual LAN identities and priorities for the LAN
port, for the phone port and for the PC port.

The following possibilities to assign VLAN identities exist:

. From DHCP in option 43 (only the LAN port, but not the PC port). A list of
maximum three VLAN identities can be handled, see Figure 8 Vendor Specific
Information Structure on page 16.

. From the configuration file (both the LAN- and the PC port).

Concerning the priority of the frames: For outgoing frames the following priorities will
be set at level 2 for each frame by default, when VLAN is used:

. For frames originating in the phone the default value will be 6, meaning voice
traffic with less than 10 ms latency.

. For frames originating in the PC the default value is 0, meaning best effort.

The priorities can be changed via the configuration file, see the description for
CONFIGURATION FILE FOR DBC 42X.

Note: For DBC 42x 02: The VLAN tagged packets received by the phone must be 68
bytes at the minimum.

AUTOMATIC VLAN DETECTION WITH DHCP

Prerequisites on the LAN

When the phone is connected to a layer 2 switch, the switch will add the IEEEE 802.1Q
header, to untagged frames with the default VLAN identity and forward the frames. The
first layer 3 switch must be initiated for DHCP relay and having an ingress port with an
IP address on each of the offered VLANs. The address to the DHCP server must be
set in the layer 3 switch.
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When the layer 3 switch has received a DHCP discover message, it will forward this
packet to the DHCP server adding the IP address of its ingress port corresponding to
the VLAN. It is this address information that informs the DHCP server to which IP
subnet that this phone will be assigned to.

Description of when a VLAN identity list is received from the native LAN

At installation (and hardware reboot) the phone asks for a temporary IP address from
DHCP by initiating the DHCP negotiation with untagged messages (native LAN). The
relay agent adds the address of its ingress port corresponding to the native LAN. DHCP
provides the temporary IP address together with the VLAN identity list. The phone
releases the temporary IP address.

Then the phone uses the first VLAN identity in the list and sends a new tagged request
to the DHCP server. The relay agent adds the address of the ingress port corre-
sponding to the selected VLAN. If there is any available IP address, the DHCP server
provides this address to the phone. If there is no available IP address for this VLAN,
the phone takes the next VLAN id in the list and asks for an IP address.

If there is no IP address available in any VLAN in the list, the phone will ask for an IP
address in the native LAN.

Reboot

At warm reboot (the power is not disconnected), the phone will continue to use the
previously used VLAN identity.

For DBC 42x 02 phones: At cold reboot (disconnect/connect the power) the phone will
continue to use the previously used VLAN identity.

For DBC 42x 01 phones (ARM platform): At cold reboot (disconnect/connect the
power), the complete automatic VLAN discovery procedure will start from the begin-
ning. For these phones, the power must be disconnected for at least one minute to
achieve a cold reboot.

To change the VLAN identity (for DBC42x 02):

After power up the phone starts and when there is a timeout in the DHCP negotiation;
phone will start a complete automatic VLAN discovery procedure from the beginning.

Note: This procedure can take several minutes.

To be able to change the VLAN identity automatically the phone must fail to get contact
with the DHCP server in the previously used VLAN, otherwise the previous VLAN iden-
tity will still be used. The alternative is to manually edit the VLAN identity.

ASSIGNING THE VLAN IDENTITY VIA THE CONFIGURATION FILE

The description of how to set the parameters, see the description for CONFIGURA-
TION FILE FOR DBC 42X.

The configuration file is read from the native LAN

At installation (and hardware reboot) the phone asks for an IP address from DHCP by
initiating the DHCP negotiation with untagged messages (native LAN). DHCP provides
the IP address but no VLAN identity list. The phone reads the configuration file, but in
this case when no VLAN identity list is received from DHCP, a software reboot is done
automatically in the phone to get the IP address valid for the tagged VLAN defined in
the configuration file.

The configuration file is read from the VLAN

Atinstallation (and hardware reboot) and the configuration file is available in the VLAN
but not in the native LAN, the VLAN identity must be set manually in the boot menu.
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This is not possible in DBC 420 02, which means that the option to read the configura-
tion file from the VLAN is not possible.

MANUAL SETTING OF THE VLAN IDENTITY

It is not possible to set the VLAN identity manually in the DBC 420 02.

SECURITY

The phone has support for protection of VolP signaling with TLS and media encryption
with SRTP. For a description of the security feature, see installation instructions for
DBC 425 section SECURITY.

LAN ACCESS CONTROL (ACCORDING TO IEEE802.1X)

DBC 420 02 cannot have this feature.

ACCESS THE PHONE FROM A PC

For maintenance of the terminal, the system administrator can access the phone, from
a PC, in one of the following ways:

. Web interface. This interface is recommended.

. Telnet. This interface can be used by experts. Telnet is available in the applica-
tion CAA 158 0043 up to revision R4A.

. SSH (Secure Shell). SSH is available in the application CAA 158 0043 R4A or
later. This interface is similar to the Telnet interface, but the connection is secure.

In the maintenance PC, a SSH client must be used. There are a number of
free-ware clients, the must popular is PuTTY for PCs with Windows®.

The default encryption keys are used and not possible to change.

For a description of these interfaces, see maintenance instructions for IP TELEPHONE
DBC 42X. For the password handling, see 7.22.1 Password for maintenance on page
37.

The IP address must be known to be able to log on to the phone, see 7.10 Finding out
the IP Address of the Phone on page 26.

The end-user can also access the phone via the web interface. Depending on that it is
not possible from the phone to read out the IP address needed for Web access, it is
recommended that the administrator performs all necessary management, or passes
the IP address of the phone to the end user. The end-user web interface is described
in the documents for respective system:

For MX-ONE see directions for use for DBC 420 FOR MX-ONE.
For ASB 501 04 see directions for use for DBC 420.

For the password handling, see 7.22.2 Web interface password for the end user on
page 37.
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PASSWORDS

There are different passwords used in the phone:

1)  toregister the phone to the gatekeeper, see 7.1.1 Start a phone in a LAN with a
DHCP server on page 7

2)  formaintenance via Telnet/ SSH or the web interface, to be used by the network
administrator or other maintenance personnel, see 7.22.1 Password for mainte-
nance on page 37

3)  for the end user when handling of data in the phone, via the web interface, see
7.22.2 Web interface password for the end user on page 37.

4) LAN access control authentication, see 7.20 LAN Access Control (According to
IEEE802.1x) on page 36.

PASSWORD FOR MAINTENANCE

A network administrator can log on from a PC to an IP phone via Telnet/ SSH. Itis also
possible to access the phone from a web browser via the web interface. It is the same
password for Telnet, SSH and web browser access. The default password is Tele-
phone . This password can be changed by using the following procedure:

1. Log in to one IP phone via Telnet / SSH. VxWorks login: admin Password: For
more information about the functions when using Telnet, see maintenance
instructions for IP TELEPHONE DBC 42X .

2. Enter the command encryptPasswd "new wanted password " (quotation mark
must be used). The password must have at least eight characters.

Write the generated encrypted password with the data identifier AdminPass-
word in the configuration file, see the description for CONFIGURATION FILE
FOR DBC 42X.

Store the updated configuration file on the SW server.

4. Next time the IP phones read the updated configuration file the new password is
valid.

WEB INTERFACE PASSWORD FOR THE END USER

The end user can use the web-browser in the PC to access the web interface in the IP
phone. The purpose is to set data in the phone like Dial-by-Function keys, hearing level
etc.

The password to the end-user web interface is the same as the password or PIN to
register the phone to the gatekeeper.

The web interface is described in the DBC 420 user guides and directions for use:
For MX-ONE, see directions for use for DBC 420 FOR MX-ONE.
For ASB 501 04, see directions for use for DBC 420.

SOFTWARE VERSION

It is possible to check the software versions in the phone from the IP Phone Adminis-
trator tool, see 7.11 IP Phone Administrator on page 29.

1531-DBC 420 02 Uen K1 2018-11-19



7.24

7.25

INSTALLATION

It is also possible to check the software versions by using the administrator web inter-
face. The program revisions are shown under Settings, Show phone configuration.
The HW revision of the phone, the FW revisions of the application and boot are listed.

RESTART AND REBOOT OF THE PHONE

If it is necessary to restart or reboot the phone manually, press the keys C (clear key)
mute and # simultaneously for one or two seconds.

It is also possible to restart the phone from the administrator web interface, see main-
tenance instructions for IP TELEPHONE DBC 42X. Select Network and Apply all
settings.

After a power failure or a reboot, the phone will log on automatically with the stored
directory number.

ADMINISTRATOR MODE

The administrator mode is used to monitor the start up sequence.

To enter the administrator mode, press the keys C (clear key), * and 5 simultaneously
for one or two seconds when the phone is starting and after the Status LED has started
flashing. This must be done within 5 seconds. In administrator mode the status of the
phone during start-up will be indicated by LEDs and the only possible change of the
configuration is to switch off DHCP, see 7.1.3 Using a fixed IP address on page 8.
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Figure 24: Key layout of DBC 420 02 in administrator mode

IP address
Flashing: when the phone is contacting the DHCP server to get an IP address

Lit: the phone has received the IP address.

sSw
Flashing: when the phone is communicating with the SW server.
Lit (for a short while): the correct SW is loaded into the phone memory (either
from internal Flash memory or from the SW server, if a software upgrade has
been done).

Selftest
This LED is lit for one second if the internal self test is OK.

Status

Double flashing (with the LED cadence 1 second off, 50 ms lit, 50 ms off, 50 ms
lit, repetitive): no connection to the LAN.

Flashing (with the LED cadence 300 ms lit, 300 ms off, repetitive): the phone is
not registered.

Lit: the phone is registered and it is possible to make and receive calls.
Not lit: no power to the phone.

This LED is also used when the phone is in normal mode (not in administrator
mode).

Admin mode
Indicates that the phone is in administrator mode.

DHCP
Indicates that IP addresses are being received from a DHCP server.

Lit: The phone will use DHCP. This is the normal case.

Not lit: The phone will use the default IP address, see 7.1.3 Using a fixed IP
address on page 8

QUALITY OF SERVICE (QOS)

It is possible to view the quality of service statistics of the connection for the last 10
calls. The statistics shows for example the delay, jitter and number of lost packets. See
maintenance instructions for IP TELEPHONE DBC 42X.

LANGUAGE HANDLING

Not applicable.

TIME AND DATE SETTING

The following options exist to set the time and date in the IP phone:

. Via WAP messages. If the gatekeeper has WAP support, the time in the IP phone
can be updated automatically as soon as the phone is registered towards the
gatekeeper.
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. SNTP (Simple Network Time Protocol). If the gatekeeper does not have WAP
support, if different time zones shall be used, the time in the phone can be set
via SNTP. For details see below.

SIMPLE NETWORK TIME PROTOCOL

When SNTP is available in the LAN, the time and date in the phone are updated auto-
matically when the phone is started and is verified periodically. If SNTP is used, the IP
address and the Time zone will be set in the configuration file, see the description for
CONFIGURATION FILE FOR DBC 42X.

If the LAN does not have SNTP or NTP available, a server with SNTP software has to
be initiated. For Windows NT/2000, there is for example, a shareware application
called Tardis.

MANUALLY SETTING OF THE TIME AND DATE

Not applicable.

TO CHANGE THE CONFIGURATION OF THE PHONE

SET DATAAT INSTALLATION OF THE PHONE

The IP address of the phone can be found as described above, see 7.10 Finding out
the IP Address of the Phone on page 26.

Log in to the administrator web interface of the phone.

1. Select the Log off restriction page. Enter the directory number and password
or PIN for this phone, press Change.

2. The phone will try to register to the gatekeeper automatically. If this IP address
shall be set manually, select the Network page.

. If the IP address of the gatekeeper is to be set manually: Change Gate-
keeper discovery to No. Enter the IP address of the gatekeeper, press
Save.

. If the IP address of the software server is to be set manually: Change Soft-

ware Server from DHCP to No. Enter the IP address of the SW-server,
press Save. Press Apply all settings. The phone will reboot.

The directory number can be printed on the designation card by using the Designation
Card Manager tool. The Designation Card Manager is included on the CD Enterprise
Telephone Toolbox. It can also be downloaded from http://www.mitel.com. With this
tool the directory number of the phone can be written on the top of the label, replacing
the text MiVoice 4420 IP Basic.

LOG ON /LOG OFF OPTIONS

The phone is always logged on with a default number. The default number must have
an associated password or PIN to avoid logging off by mistake from an other terminal.

The log on procedures are described in the directions for use for respective system:
For MX-ONE, see directions for use for DBC 420 FOR MX-ONE.
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For ASB 501 04, see directions for use for DBC 420.
If the default number is to be changed, there is only one possibility:

. Use the administrator web interface.

ALLOCATION OF FUNCTION KEYS

Most of the functions allocated to the function keys can be moved or removed, except
the Line key(s) that are fixed. If the default allocation will be changed, the system
administrator has to modify the configuration file, see the description for CONFIGURA-
TION FILE FOR DBC 42X.

To enable storing the Dial-by-function key (TNS) numbers in the PABX, see 7.34
Dial-by-function Keys on page 44.

In the case when the TNS number is stored in the PABX; to avoid future problems with
TNS, MNS keys and other function associated with keys (call back, transfer etc.), see
the description for CONFIGURATION FILE FOR DBC 42X section FUNCTION KEYS.

When the phone is used with ASB 501 04 or MX-ONE there are no spare function keys
available, if the default configuration is used. To make it possible to initiate TNS or MNS
numbers the function on at least one of the function keys must first be removed, see

the description for CONFIGURATION FILE FOR DBC 42X section FUNCTION KEYS.

CHANGE IP SETTINGS

It is only possible to use the web interface to change the IP settings.

CHANGE GATEKEEPER DISCOVERY IN NETWORK SETTINGS

Gatekeeper discovery is the method to automatically get the IP address of the gate-
keeper to use. If this method is not used the IP address of the gatekeeper has to be set
in the configuration file or manually via the Web interface.

For further information, see 7.12 Gatekeeper Address on page 32.

UPDATE OF THE IP PHONE SOFTWARE

This section describes the procedure when a new version of the software is to be
loaded in the IP phones. DBC 420 02 will fetch the new version of the software from
the SW server, when the phone receives a specific command from the gatekeeper or
when the phone is restarted. The procedure is:

1. In the product Revision Information (PRI) document for the new version of the
application, it is defined if there are new parameters in the configuration file. The
PRI is accessible in the same way as a Service Advice:

. If there are no new parameters in the configuration file: Update the existing
configuration file with the new firmware versions.

. If there are new parameters in the configuration file: Adapt the new config-
uration file with the existing site dependent parameter values.

Store the configuration file on the software server, see 7.6.3 Directory structure
on page 11.

2. Store the new bootROM and application software on the SW server, see 7.6.3
Directory structure on page 11.
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Perform the update of the phones according to the method for the current
system. For ASB 501 04 see operational directions for IP EXTENSION.

The phones that are registered in the gatekeeper, can be ordered by a command
from the gatekeeper, to load the new software.

For the phones that are not registered in the gatekeeper the following is valid:
The gatekeeper does not know the IP address to these phones:

. the phones will once every 24:th hour fetch the configuration file from the
SW-server to check if new firmware shall be loaded.

. the IP Phone Administrator tool can be used to get a list of these phones,
see 7.11 IP Phone Administrator on page 29 . From this tool it is possible
to open the Web server interface to the phone, select Network , press the
key Apply all settings. The phone will reboot and update the software.

To start the update process manually from an IP phone, press the keys C (clear
key), mute and # simultaneously for a second to restart the phone. The update
process may take about one minute.

Alternatively, if the phones are power fed from a power hub, it is possible to
update the phone by power off/on the phones centrally.

Verify that the right version of the software has been loaded by using a print
command in the gatekeeper or see 7.23 Software Version on page 37.

BACKUP GATEKEEPER FOR BRANCH OFFICES

In a branch office scenario where the IP phones in the branch office are connected to
the PABX in the main office, it must be possible to make calls even if the connection to
the main office is lost. The solution for this is to use a backup gatekeeper locally in the
branch office. When the connection to the main office is lost the IP phones in the branch
office automatically register to the backup gatekeeper. When the connection to the
main office works again, the IP phones un-register from the backup gatekeeper and
register to the PABX in the main office.

The procedure to get this working in the IP phones is:

1.

Define in the configuration file, used by the phones in the branch office, the type
and the IP address of the backup gatekeeper, see the description for CONFIG-
URATION FILE FOR DBC 42X.

The frequency of the keep alive check from the phone towards the gatekeeper
must be considered. The recommended value is one minute, which means that
up to one minute and 9 seconds (the check is performed 3 times with 3 seconds
pause) after the connection to the main office is lost, the phones in the branch
office will try to register towards the backup gatekeeper. The drawback of setting
the time too short is that the network will be loaded with such messages. See the
data identifier RRQTI in the description for CONFIGURATION FILE FOR DBC
42X.

The frequency of the routine for discovering when the main office connection is
working again is also defined by the data identifier RRQTtI, see the description
for CONFIGURATION FILE FOR DBC 42X. When the main office connection is
working, the phone will be registered to the main office gatekeeper.
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EMERGENCY CALL

There are two cases of emergency calls:

1) From an IP phone which is not logged. See below.

2) From an IP phone which is logged on. The call is handled as an ordinary call
using the IP extension interface. The sent A-number is the extension number of
the logged on user.

For ASB 501 04 see operational directions for EMERGENCY CALLS, SOS CALLS.
An IP phone which is not logged on

The emergency number as well as the IP address and other data for the server which
will be used for the call are defined in the configuration file, see the description for
CONFIGURATION FILE FOR DBC 42X.

In the configuration file it is also possible to define the A-number to be sent. This should
be the A-number associated with the geographical area where the phone is located.

A group of phones that will send different geographical A-numbers compared to
another group of phones, must use different configuration files, see 7.5 Several Config-
uration Files on page 9.

When the emergency call function is enabled in the configuration file, the emergency
number must be known by the user. When the user lifts the handset the dial tone is
heard although the phone is notlogged in. When the user dials the emergency number,
the phone uses the IP trunk interface to establish the call. The Setup is sent directly
without any admission check.

The A-number defined in the configuration file is sent. The number sent to the public
exchange must be within the direct-in-dialing number series, otherwise the public
exchange will replace this number.

After the emergency call is terminated the phone returns to the not logged on state. The
emergency centre can call back to the terminal although it is logged off.

It is possible to define a first and a second choice for the emergency call server in case
of that the first choice fails.

Note: As soon as the emergency number is defined in the configuration file it is
possible to use. But it is very important that the emergency number is set up in
the PABX and tested before it is enabled in the IP phones.

Note: Verify that it is possible for the alarm centre to call back to the number that is
sent as the A-number. One possibility is that the number is answered by the
PABX operator assistant.

MONITORING KEY (MNS KEY)

It is possible to monitor other extensions from programmable function keys on the IP
phone. This function is also called MNS (Multiple represented directory number with
dial-by-function key) and is often used in Boss-Secretary applications.

The Monitoring keys are initiated in the PABX. The only changes that can be done by
the end-user is the changing of the type of ring signal for the Monitoring key. Parame-
ters that can be changed in the configuration file are the delay time before the ring
signal is generated for the Monitoring keys and MNS ring signal level when phone is
busy, see the description for CONFIGURATION FILE FOR DBC 42X.

Note: The software version in the exchange must support this function.
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7.34 DIAL-BY-FUNCTION KEYS

The numbers assigned to the Dial-by-function keys can be stored in the PABX (if the
software version of the exchange has this function). This makes it possible for the
end-user to bring the numbers when logging on to different phones. To enable this
storing of the numbers in the PABX, the parameter EnablePBXStoring must be setin
the configuration file, see the description for CONFIGURATION FILE FOR DBC 42X.

Note: When the PABX is upgraded from a software version that cannot store the
Dial-by-function key data to a software that has this function, the data of the keys
will be lost the first time the phone is logged on.

7.35 OPERATOR MEDIA DEVICE (OMD)
This phone type cannot be used as an OMD phone (PABX operator solution based on
IP for MX-ONE).

7.36 WALL MOUNTING OF THE IP PHONE

The phone can be wall mounted, useful for instance in conference rooms or in public
areas. Use the wall mounting kit SXK 106 2049/1, which consists of the spacer SXA
112 4753/1 and two screws.
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Figure 25:

. Use a screwdriver to remove the handset hook.

. Turn the hook upside down and put it back.
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Use a screwdriver to remove the two (A and B) plastic covers

Drill two wall holes and mount the spacer SXA 112 4753/1 on the wall.

100 mm

Holke dimensions depending on type of wall.
Wall screws are not supported {Hmax 5 mm}.

Figure 27:
. Fasten supplied screws to the spacer.
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. Hook the phone on the spacer screws
Measures for a locally manufactured spacer
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Figure 29:
7.37 POST INSTALLATION MEASURES

Check that it is possible to log on the phone to the system.
Verify that internal and external calls can be established from and to the phone.
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